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Successful Cloud Adoption Models

Consume
Cloud Service

Transform Complexity
to Simplicity

Companies consume
products and solutions
from the cloud

Build
Cloud Services

Deliver Highly Agile,
Highly Reliable IT
Services

Solutions that enable
the creation of secure
and resilient public and
private clouds

YcnewHble mogenn ncnoib3oBaHua ob61aKkoB

=

Extend into
Cloud Services

Establish Consistency
Across Environments

Solutions to enable
customers fo
confidently leverage
third-party cloud
SEervices
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Critical System Protection nomoraet pewuTb
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Reduce Cost Breach Response Enhance Security
Program
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e Virtual Patching ¢ Real-time File e |[dentify e Configuration
e Single solution Integrity suspicious monitoring
for HIPS/HIDS Monitoring server activity e Restrict
e Single solution e Compensating e Respond administrative
for vSphere 5.0 HIDS/HIPS immediately control
Protection controls with Targeted e Harden virtual
Prevention fabric: guest,
Policies (NEW’) hypervisor’
management

server (New!)

v Symantec. n



Critical System Protection Key Capabilities

o . e Event Monitoring
Monitoring

(HIDS) * File Integrity Monitoring

e ntrusion Detection

e Host Firewall

e File and Configuration Lock Down
Prevention

(HIPS)

e Admin Access Control
e Malware and Exploit Prevention

e Device Control

SINGLE SOLUTION

* Application Control

e Single Sign On and Central Mgmt
Centralized Management e Out of Box Policy Templates

e Multiple OS Support

v Symantec. B



How does SCSP work?

Behavior

Control

Prevention

e Restrict
application and
OS behavior

e Protection
system from
buffer overflow

e Whitelisting

e Zero-day attack
protection

e Exploit
prevention

System
Control

e Locks down

configuration
and settings

Enforces security
policy

De-escalates
users privileges

Prevents
removable
media use

vSphere
protection

Network
Protection

Limit network
connectivity by
application

Restrict traffic
flow inbound
and outbound

Close back doors
(block ports)

Auditing &
Alerting

Detection

e Monitor logs and

security events

Consolidate logs
and forward for
storing and
reporting

Real-time file
integrity
monitoring

Smart event
response for quick

Real-Time Visibility. Maximum Control

<

action
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Behavior blocking improves over traditional protection

Traditional approach: Behavior blocking:
Blacklist Malware Sandboxing
Malware Signatures Application and OS Behavior
30 Million and growing @ xxx / Control
MQQWS?{%MSZAW\ Explo_GenHOW \ As defined by prevention

policy

Signature based

Behavior / Policy
based

Stops only what is
known Stops the unknown

Proactive

on: for:
Zero Day Zero day,

Protects itself from Protects the OS from
misbehaved applications misbehaved
or users applications or users

Requires customization
or separate product

Protects applications
from each other




SCSP capabilities provide least privilege application

control (sandboxing) to lockdown servers

Host Programs

Applications

Core OS
services

crond
RPC
LPD Printer

Interactive
programs

Mail
Web

RSH Shell

Browser

Most programs require a
limited set of resources and
access rights to perform
normal functions

But most programs have
privileges and resource rights
far beyond what is required —
attacks readily exploit this gap

Creates a “sandbox” or
“‘containment jail” for one
or more programs
(processes) using a policy
that defines least privilege
controls or “acceptable”
resource access
behaviors

Files

Registry

Cd

Network

Devices

ranular Resource Constraints

()

Read/Write
data files

Sl

Read only
nfiguration informatic

OZe

Usage of
selected ports
and devices

E

n
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Sandboxing is a highly effective on stopping zero-day

attacks

Based on fundamental security principles and highly effective
* Proactive protection against malware (known & unknown)
 The containment model limits the potential for exploitation
* Applicable to all environments and applications
e Effective against zero-day attacks
* Eliminates the need for patching applications
* Protects the OS from compromise

Connect
(Port 128) (Port 4444) Ro ‘ tory
EETE k ....... PRTITTITT & STR TERTEES ~

Flles (Burrer

RPC RPC RPC
Service . Service Service
=t A = | 4
"""""""""" 4 4
H T 1 T,

Connect Insn File into Modify Registry

H a Run Script to et J
® @ Download File Open Backdoor fos.
Remote Access
Creas
Inbound Outboun ®

Memory

Registry Named Network

OS5 Galls
Overfiow) (Win only) Pipeas Control

Deavicas

Windows NT/2000/XP/2003/2008 Kernel

SCSP Protected System with Out-of-the-box Policy

v Symantec.






System Control: How to protect system resources

Unauthorized
: Resource is access or change
Lock down Deploy policy to :
resource in policy , system I locked down L?Jflfg; reess

i DD

Resources can be a file, registry, device, and network connection

Policy controls what applications or users can access resources

v Symantec. -



System Control: How to control privileged users access

1. CSP policies restrict access to
critical resources by all users and
processes

3. Policy can allow certain
users or applications to
make change

4. Trusted user or application allowed
to make selective changes

ORACLE

2 Unauthorized access,
regardless of privileges, is
blocked

v Symantec. -
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Use case: Hardens virtual environments

* V/SCO3 — Restrict access to

SSL certificates
b VSHOZ - Keep VMwa re My Custom Programs Reset | Refresh | About

Ce nte r Syste m p ro p e r | y All Controls Programs Lists Group Tags

O (@) (8 («)(+) @@ A
p a tC h e d |:| o Edlit[+] vSphere Lists and Cortols README [gen_vsphere_common_readme_list] il
. |:| = F Edlit[+] ... wSphere Database Servers Network List [gen_vsphere_db_net_list]
b VS CO 5 - Re St rl Ct n etWO r k |:| = Z Edlit[+] ... wSphere ESX(i) Hosts Netwaork List [gen_vsphere_esxi_net_list]
a CC e S S to V M Wa re VCe nte r |:| = = Edit[+] _..w3phere vCenter Servers MNetwork List [gen_vsphere_vecenter_servers_net_list]
|:| a X Eclit[+] ...¥Sphere Clients and Interactive Lkilities Network List [gen_vsphere_clients_net_list]
S e rve r Syste m |:| = Z Eclit[+] ..¥Sphere Other Inbound Metwork List [gen_vsphere_inbound_net_list]
|:| a“ X Eclit[+] ...¥Sphere Other Outhound Metwork List [gen_vsphere_outhounc _net_list]
L4 VS H 04 - AVO i d u S e r I Ogi n |:| - T Eclit[+] ...wSphere Trusted Users List [gen_vsphere_frusted_users_list]
|:| a X Eclit[+] ..WSphere Trusted Groups List [gen_vsphere_trusted_groups_list]
to V M Wa re Vce n te r S e rve r |:| = F Edlit[+] _..wSphere Clients Install Path Files List [gen_vsphere_clients_installpath_files_list]
Syste m |:| = T Edlit[+] ... wSphere Services Install Path Files List [gen_vsphere_services_installpath_files_list]
|:| = Z Edlit[+] .wSphere Service Account Data Path List [gen_vsphere_service_data_path_list]
Py VS CO 6 _ B I ocC k access to ] = Z Editf+]  ...wSphere Global Read-Only Files List [gen_vsphere_rofiles_list]
. |:| = Z Eclit[+] ...wSphere Global Mo Access Files List [gen_vsphere_nafiles_list]
p O rtS n Ot b e I n g U S e d by |:| a X Eclit[+] ...¥Sphere Global Read-Cnly Registry List [gen_vsphere_roreg_list]
V IVI Wa re VCe nte r |:| = Z = Edit[+) _wSphere Client Tools Control [cust_vsphere_client_tools_ps]
|:| = S Edit[+] _w3phere Services Control [cust_vsphere_sves_ps]
-

v Symantec.






CSP provides network protection on critical servers

® N etWO r‘k access Default PSET Options [default_ps]
can b e d en |e d or Changes Summary
allowed based on
| P or p o) rt Network Controls w
Inbound E
L ACCESS B Eclit[-] Inkound network rules
conne Ct | ons can ~—Lizt af rules to control connections inta this system
Action Protocol Local Port |Remote P |Remote P... | Logging Pro
be controlled
based on Aoy TCP ftp (213 Local Subin.. Ay (0-6595... |Log
application and
user . T 5
e |ess overhead s import | | Export
t h en t ra d |t | Oona I Eclit[+] Default inbound rule
deep packet Outbound
. . |:| Eclit[+] Cuthound network rules
I n S p e Ct I O n Eclit[+] Default outhound rule =

v Symantec. B
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CSP detection: Monitors for configuration changes

Master Yiew - Event Details

C h a n ge D ete Ct I O n Agent Mame winz2k3 Agent Wersion 529312
Host Mame wWin2k3 0= Type Windows
. . R Host IP Address 127.0.01 05 Version  Server 2003 Service Pack 1
¢ FI Ie an d Reg I St ry C h d nge DeteCt Ion Uzer Mames WIMZK 3admin Agert Type  CSP Mative Agent
* Security Configuration Changes & Event
Event Type File Watch Event Date  18-Jun-2012 13:22:13 PDT
*  Group Management Chan ges Evert Category Real Time - Detection Post Date  18-Jun-2012 13:22:15 PDT
. . Operation Modified Post Delay 00:00:02
e ACt|Ve D| re CtO ry C h d nges Event Severity Critical Evert Count 1
Event Priority &0 Event ID G619
* Shares Configuration Changes
[ 3 Details
* Domain Trust C h anges Description Watched File Modified (c:\certreg txt)
Palicy Mame file monitaring
* User/Group Account Modification Rule Name flewatch
Dperation Modified
* Fine Grained System Activity fiotie o eoeand
. Mew Size 1243
¢ M da IWa re/s pywa re DeteCt ion Ol Modification Date 201 2-06-14 16:47:41
. .. Mew Modification Date 2012-06-15 13:22:13
* USB Device Activity Old AccessDate  2012-06-18 13:21:17

Mew Access Date 2012-06-18 132213

* Monitors ESXi host configuration and File Difference 22221
. = defds
VMX files

v Symantec.



Real-time change detection = Situational awareness

PCI Section 11: File Integrity Monitoring Requirements (FIM)

CSP offers continuous (real-time) File Integrity Monitoring (RTFIM)

No scanning, no OS auditing required

Captures server/file/user name, timestamp, change type, change content, program

that made change

Uses SH2 hashes

T T eompetior | esp |

Feat
eatures EIM RTEIM
Real-time change detection and alerts X v
Requires auditing enabled on Windows v~ X




CSP Detection: Monitors significant system security events

System/Application Log Monitoring

il Master Yiew - Event Details

® Logon S/ LOgOffS M on ito ri ng Host MName winZk3 OS Type Windows
Host IP Address 127.0.041 05 Version Server 2003 Service Pack 1
— Success, Failures, After Hours, Weekends, privileged | Ysertame  VWIN2K3iadmin SEEIE UTEE e T
user, Unusual access methods, password cracking T
attempts :
Event Type MNT Event Log Event Date 18-Jun-2012 132712 PDT
H H ° Event Category Real Time - Detection Post Date 18-Jun-2012 13:27:13 PDT
[ J
SVStemlserVIces Mon |t0r| ng Event Log Security Post Delay 00:00:01
. . . Event Severity  Warning Event Count 1
— Service/daemon/driver failures, process Event Priorty 59 EvertD 627
tracking (privileged access, unusual usage) 3
Details
] Cz Object Level Log Monitoring Policy Mame Windows_Baseline_Detection
Rule Mame System_User_Configuration_Account_Disabled
e Web Log Monitoring o et
. . . . Type Success Audit
e Application Log Monitoring EvertD 629
Category  Account Managemert
o Database IOgS Computer  WINZK3
_ H H H Description  User Account Disablzd:
Application server logs (such as Esxi) Toract Account Name:  cqibbens
_ H Target Domain: WINZKS
Securlty tOOI IOgS (SUCh as AV) Target Account 1D WINZK 3 \cgibbens
H Caller User Mame: acmir
- Unlx ShE" & SUdO IOgS Caller Domain: WAMZK3
Caller Logon D (0x0 0x33681)

— vSpehere logs

v Symantec. B



Reduce Cost

Virtual Patching: Physical & Virtual Platform Support

VMware

ESX (3.5, 4.1) Guest

ESX (3.5, 4.1) Hypervisor

ESXi 5.0 Hypervisor

vCenter 5.0 Management Server

Windows

Windows 2008 R2 (Standard Edition and Enterprise Edition)
Windows 2008 (Standard Edition and Enterprise Edition)
Windows 2003 R2 (Standard Edition and Enterprise Edition)
Windows 2003 (Standard Edition and Enterprise Edition)
Windows XP Professional

Windows XPe

Windows 2000 (Advanced Server, Server and Professional)
Windows NT4

Supported Hypervisors (1)

Windows Server 2008 R2 Hyper-V

Red Hat Enterprise Virtualization (RHEV)
XenServer 6.0

Oracle VM 3.0

Community ENTerprise Operating System
CentOS 5

SUSE Linux

SUSE Linux Enterprise Server 11
SUSE Linux Enterprise Server 10
SUSE Linux Enterprise Server 9
SUSE Linux Enterprise Server 8

AIX

AIX 7.1*

AlX 6.1

AIX 5L 5.3 -- 64-bit kernel
AIX 5L 5.3 -- 32-bit kernel
AIX5L5.2

AIX5L5.1

Solaris

Solaris 10 -- No zones
Solaris 10 -- Global Zone
Solaris 10 -- Local Zones
Solaris 9

Solaris 8

HP-UX

HP-UX 11i V3 (11.31) (64-bit)
HP-UX 11i V2 (11.23) (64-bit)
HP-UX 11i V1 (11.11) (64-bit)

HP Tru64 5.1B-3

Red Hat Linux

Red Hat Enterprise Linux 6
Red Hat Enterprise Linux 5
Red Hat Enterprise Linux 4
Red Hat Enterprise Linux 3

(1): Guest Virtual machines with operating systems already supported by SCSP are also supported in these virtualized environments
Source: Symantec Support Website (http://www.symantec.com/business/support/index?page=landing&key=52463)
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Demonstrate Compliance
Real-Time Visibility & HIDS/HIPS Compensating Controls

PLAN REPORT

« Define business and risk objectives * Demonstrate compliance to multiple
* Create policies for multiple mandates stakeholders _
« Map to controls and de-duplicate * Correlate risk across business assets

* High level dashboards with drill down

vOut of the box Windows and VMware IDS/IPS polices
vFile Integrity Monitoring Policies

vCustom and pre-defined queries and reports

\

* |dentify deviations from technical * Risk-based prioritization
standards * Closed loop tracking of deficiencies
* Discover critical vulnerabilities * Integration with ticketing systems
* Evaluate procedural controls
* Combine data from 3 party sources

ASSESS REMEDIATE

vRestricts inbound and outbound traffic
i vPrevent malicious files from executing
vDeescalate user privileges

vLimit access to system components

vTrack and Monitor user access in real-time
vConsolidated event logging for event analysis

CRITICAL SYSTEM PROTECTION

CoNTROL COMPLIANCE SUITE

v Symantec. n



Meets Primary Use Cases

Compliance (PCl) Security

@ Symantec. -



Breach Response
Stop Attacks In Their Tracks With Targeted Prevention Policies

i

— Prevent further admin application database
configuration changes

e Attack Scenarios:

— Restrict network access

— Restrict access to specific files

— Block buffer overflows
e How it Works:
— Begin with a blank policy

Operating system

Kernel

1

1 2
%
OS resources that should not be

accessed

— Select activities to block and/or

e Easy way to harden servers
without the fear of blocking a
critical business process

Reduces Your Window of Exposure

v Symantec. »



v Symantec. ( N
e
o’

Control Compliance Suite
Virtualization Security Manager



KaK 3aWwuTnUTb Cepsep

KoHTpoAab aoctyna
OC n npunoxeHnu
KOHTpPONb HAaCTpOEeK U YA3BU

OC 1 npnnoxXeHuu

Pusmnyeckaa 6e3onacHOCTb

cepBepa

Symantec CCS VSM v Symantec. -



APMAHCKUU KOMCOMOS He uwjem néz2Kkux nymed,

a cHa4yasaa co30aém mpyoHOCMU U MOos1bKO MOMom
MYXHecmeeHHO UX npeodosiesaem.

(CosemcKuli aHekOom)

Symantec CCS VSM ijma ntec. -



KaK 3aWmuTnTb BUPTYaNbHYIO MHPPACTPYKTYPY

KoHTpoAab AaocTtyna
OC n npnnoeHnu

KoHTponb HacTpoeK u yas3su

OC n npnnoxXeHuu

KOHTPO/1b HAaCTPOEK U YyA3
lMnepsusopa u B
KoHTpoAab pgoctyna

K runepsusopy u BV
dunsnyeckan 6e3onacHOCTb

cepBepa

Symantec CCS VSM




KaK 3aWutuThb BUPTYA/ZIbHYIO m-lcbpaCprKTypy

KoHTpOAb goctyna

K runepsusopy u BM

OauH root — ynpasnaeTt Bcem
OauH runepBu3op — pasHble BUPTYa/ibHble MaLUUHbI
OpHa HacTpoiKa — BCs UHPPACTPYKTYpa

Perucrpauua cobbitui




PoneBaa mopenb

VClient

Symantec CCS VSM

PoneBas
MOoZeNnb

ESX(i)

w/ Symantec. -



Ponesaa mopgenb

N— (e\

VClient N
CCS VSM

Symantec CCS VSM

PoneBas
MOoZeNnb

ESX(i)
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KOHTpO/b AOCTYNa — NOAKNIOYEHMUA

@/_> @ Esx(i)a

CCS VSM

e
o
©\\\“

VCenter
b Pa3,u,eneHme No NPOTOKOJ/1aM

° PasgeneHune no UCTOYHUKAM NOAKAOHEHUA

* MHoropakTopHasa ayTeHTUPUKaLUMA il

Symantec CCS VSM v Symantec. -



KOHTpPO/b AOCTYNA - METKU

CCS VSM

MpueAska VM K vSwitch
Mpneaska VM K runepsunsopy
Ha3sHaueHume npas gnsa rpynn paboymx ctaHUUM

Symantec CCS VSM

VM VM | VM

P e m -

~ viviware ESX and ESXi

©VMware, Inc.

ESX(i)

v Symantec. -



MoarBepKaeHue AencTsmm
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Symantec CCS VSM

CCS VSM




MoarBepKaeHue AencTsmm

" Secondary Approval
ACtion & ppprove
" Deny
Request Time 10/03/2012 4:53:43 PM
urrent Times 10/03/2012 4:55:18 PM
Requestor ViddminLiser
Rasource Wirtual Center: 152.168.1.42 > Datacenter: Symplified Virutual > YirualiMachine: DevRedHat
Oper ation Powar Off Wi

*Start josz/1z Ela._ :E |F'I-.-'| "’I

*Duration (Howrs) |2

“Email | N

Ciarm ments | j

\ 4

CCS VSM

Symantec CCS VSM v Symantec. -



CKpbiTue root napons

[eHepauuAa
BpeMeHHOro rnapons
root no 3anpocy

3ameHa root napona Ha
NPOWN3BO/IbHbIN

3ameHa naponsd root Ha
NPOUN3BOJIbHbI

v

-

VClient
CCS VSM

Symantec CCS VSM



Perncrpauna aencrsum

j@ Log Viewer

Search:

] ratal ¥l Ervor Bl wam [ 1nfo

Showing 1 to 20 of 574

Date Priority User Action

INFO
06/29/2012 5:19:45
oM INFO

06/29/2012 5:28:48
M

SYSTEM Acd

superadminuser JobRunner

m:’ZQJ'ZC'IZ 5‘19:J7m“‘ superadmnuser JobRunner

3329!2012 5:19:37 MFO
(p:zv'29,’20]2 5']9:32m
m129,/2012 5:19:32 e
06/29/2012 5:19:23
m-‘z‘?; 2012 5:19:23 ey
5/29/ (18

.gz, 29/2012 5:19. xsm
mzwo:z 5:13:23 mFo
06/29/2012 5:12:49

M illse}

06/29/2012 5:12:05 e

superadminuser JobRunner
superadminuser JODRunnes

superadmnuser JobRunner

b ACANT |
WARN | superadminuser JobRunner

superadmmnuser JobRunner
superadmmnuser JobRunner
superadmmnuser Create
supecadminuser Deploy

cinamadminnest |indate

£
s
=

VClient

Symantec CCS VSM

Hessage
1)

ARCDO27
ARCO002
ARCDO33
ARCDO02
ARCDO45
ARCDO4S
ARCDO33
ARCDO02
ARCDO4S
GUI0033
GUI0017

alnmoe

|

()

CCS VSM

[6o] @

Show: 2050 100 200 A

docot Carodnniance

ﬁ

Pages: <x < 22345678910 > >>

Source Destination Message
10.216.133.3 ARC0027 SYSTEM performed operation: add tempiate PoReportdbfB011f-d1e6-4f72-0010-1a1d7f61b8e5
10.216.133.3 ARCO0O2 Job type ConfigType Serdce type SampServwcs run on 10.216.133.3 using event type ProcessSenice,
10.216.133.3 ARC0033 Operaton ProcessSernce of termplste ProcessSenace faded on host 10.216.133.3.
10.216.133.3 ARCD0OZ Job type ConfigType Senvice type SmtpSendce run on 10.216.133.3 usng event type ProcessSerice,
10.216.1333 ARCO045 superadmnuser performed operation SmtpService on host 10.216.133.3
10.216.133.3 ARCOO4S superadminuser performed operation SampSenice on host 10.216.133.3
10.216.133.3 ARCO033 Operation ProcessSenvce of tempiate ProcessService fafed on host 10.216.133.3,
10.216.1333 ARCD0O02 Job type ConfigType Servce type SmtpSenace run on 10.216.133.3 usng event hype ProcessSenace,
10.216.133.3 ARCO04S superadmnuser performed operaton SmtpSenace on host 10.216.133.3

10.216.56.44 10,216.133.3 GU0033 superadmnuser created the draft poloy.

10.216.58.44 10.216.133.2 “Ser: supeadminuser deployed the draft pokcy.

ESX(i) / VCenter

v Symantec. -



Perncrpauua coboitum

(2‘ https://192.168.1.37 /?wicket:bookmarkablePage =Message +Detail:com. hytrust.gui.pages.search.LogMs - Windows Internet Ex... [l[=] B3

Date 10/03/2012 3:52:17 PM
Priority INFO
ViMO010 Source: 192,168, 1.50 Destination: 192,163.1.48 Operation: ReconfigviM_Task User: Superddmiriser, Parameters:
operation]D=E23BA7F0-0000005F,; _this=vym-25, attributes: xsi:type=ManagedObjectReference, type=\irtusMachine,
Message serverGuid=7272CES6-0852-4680-4422-6C6F534932C3; changeVersion=2012-10-03T11:20:54,542335Z; operation=acdd;

fileOperation=create; key=-100; ddMode=pearsistent; spit=fdse; writeThrough=false; thinfrovisionad=true; eagerlyScrub=rFalse;
statConnected=tnee; alowGuestControl=fake; connected=true; controlierkKey=1000; unitNumber=1; capacitylnks=1048576; .

Task Details

Name: Reconfigure virtual machine Target: DevSystem Inkiated by: Administrator
Status: Completed

Related Events:  Hide
&) 10/3/2012 10:52:58 AM, Task: Reconfigure virtual machine
@ 10/3/201Z 10:53:01 AM, Reconfigured Devsystem on 192.165.1.55 In Sympified Yeubual

v Symantec. n



Logging

Log Data Data for Allowed Data for Denied Usability & Productivity
Provider Operation (example) Operation (example)

Virtualization
Platform

CCS VSM

User: root

Time/date

Target resource name,
URL

Operation executed

All above, plus:

* User ID

* Source IP address

* Resource reconfigured

* Previous & new resource

state
* Label (Production)
* Required privileges
* Evaluated
rules/constraints

none

* User ID

e Date/time

* Source IP address

* Operation requested

* Operation denial

* Target resource name,
IP address, port, and
protocol

* Required privileges

* Missing privileges

* Evaluated
rules/constraints

* Separate log files for
vCenter and each host
server

* Different log formats
for vCenter vs. hosts

 Consolidated, centrally
managed logs covering
vCenter and all hosts

* Single, uniform format
for combined vCenter
and host log data

* Logs sent to central
repository or SIEM via
syslog

v Symantec. n



KaK 3aWutuThb BUPTYA/ZIbHYIO m-lcbpaCprKTypy

KoHTponb HacTpoek u ya3su

lMnepsusopa u BM

*  OwnbKa HaCTPOUKN AN YA3BMMOCTb O4HOr0
rmnepBu3opa — PUCK ANA BCEN MHPPACTPYKTYpPbI




KOHTpO/b cOOTBETCTBUA

Symantec

& Control Compliance Sulte Compliance Test Results =

Virtualization Security Manager \na,

General & : configuration Maintenance Helf

Compliance > Compllance History > Compliance Detall for host 10.:

52,140 > Compliance Test Results for template PCI-ESXT on host

10.222.69,. 140
[ #, Compliance Test Results for template PCI-ESXi on host 10.222.69.140
Export as CSV
Showing 1 to 13 of 13 Show: 2050 100 200 Al  Pages: << < 12> >>
Name Description Date/Time Result
07/04/2012 10:14:35

ivm_srmshat Snaphot 3l virtual machines M
\CheckPatchVersion Chack patch version %04/ 2012 10:14:36
PC1 2.2 Disable unnecessary or superfluous functions (hardware) nade virtual machines, %04/ 2012 10:14:36
‘PCI 22 Prevent GuestOS processes from flooding ESXI host with informational messages. 2;"04’ 2012 10:14:36 Passad
JPCI 71 Ersure that the MAC Address Change', 'Forged Transmits’, and Promiscuows Mode' polcies are set to 07/04/2012 10:14:356 Passed
“ : reject, AM
IPC1 7.2 Disable copy and paste operations batween GuestOS and Remote Console 2:4/04’ A2
|
jPCI 7.2 Ercsure bidrectional CHAP authentication & enabled for ISCSI traffic. (Note: May take a minute to 07/04/2012 10:14:38 Dassed
} ’ remediate. ) AM

10.2 Sat up log to a remote logging server 07/04/2012 10:14:40

2

Configure NTP time synchronization. 07/04/2012 10:14:40

Limit virtual machine log file size and number.

k. I i : 0”4/2012

Jltaws Check trust status g2

V JAccounts Check local accounts 2;{04[ 2012:10:14:4
Vi

CCS VSM ESX(i
Symantec CCS VSM v Symantec. -
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# summary Report

[PoF | [csv ]

v Symantec.

PCI DSS Version 2 Summary Report

Report Generated: June 29, 2012 5:31:13 PM

Date Range: From: June 29, 2012 To: June 29, 2012
Scope: Infrastructure Label: All VM Label: All
Templates: ESX: PCI ESXi: PCI-ESXi
Overview

vSphere and Symantec VSM Operations

Number of Virtual Machines with Label
Trend Micro Status (Overall)

Number of Resources with Label

Number of He="""=%Egjled
Configu~

Authorized: null; Denied: null

Trend Micro is Disabled

Mumber of Authorized and Denied operations for vSphere and Symantec
VSM

Mumber of YMs with the selected label
Trend Micro Deep Security Server Configuration

Mumber of vSphere resources with the selected label

Number of hosts with configuration checks that

Sumr

Requireme

CCS VSM

Symantec CCS VSM

") Potential Violations (P)

0 0

Satisfied Controls (5)  Monitored Controls (M)

n an intai
cardholder data

Do not use vendor-supplie
and other security parameters
Protect stored cardholder data b
Develop and maintain secure systems and applications

ESX(i)

v Symantec. -




ESX & ESXi wabnoHbl OLeHKHn

e VMware Security Hardening Guide for ESX

e Center for Internet Security (CIS) Benchmark for ESX
e Payment Card Industry (PCI) DSS

e Sarbanes-Oxley (SOX)

v Symantec. n



ApPXUTeKTypa

Symantec CCS VSM

v Symantec. -



&.‘ VM Guest Traffic Subnet(s)

-

= Authentication via
Active Directory, LDAP,
RSA SecurlD

} A ;.‘ _":
g —S——>
o , VMware Management Subnet
Virtuslization (ESX Service Consoles,
Nisieganik g Z VSM ESXI Management VMkernels,
Clients * vCenter Server)

;»?_j Storage .::m

VSM Virtual Appliance Protects VMware Infrastructure
Virtualizetion Management Traffic is routed through  VSM for inspection
All users are authenticeted against Active Directory or LDAP
All Management Traffic is logged
Disallowed Management Traffic is blocked
Authorized Management Traffic is sent to the Virtual Infrastructure

1 x3 10

Guest Traffic i not affected by the HyTrust Appliance

Commecsva L symantec. D



Control Compliance Suite

@ Symantec. -




Critical Systems Protection + CCS VSM

CSP: Protect & Prevent

s

-

e Exploit prevention of both
internal and external threats

e Targeted protection based
on data and function

e Ensure availability of critical
systems

e Configuration and access
change monitoring

CCS VSM: Comply & Report

p

*CCS Virtualization Security Manager available by end 2012

o

e Regulatory and security
guidelines

e Configuration assessment &
reporting

e Logical separation to limit
compliance scope

e Detailed activity reporting

* Single view of risk across
physical & virtual assets

e Configuration assessment

/
v Symantec.



CSP + VSM = VM Exploit Prevention

Domain

Controller
Email o

Server

VMWare ESX
Server

N

N

Internet

*CCS Virtualization Security Manager available by end 2012

e Outside VCenter

*CSP monitors and prevents
changes across the network
infrastructure

*CSP monitors and prevents
access changes on ESX Server

¢ Inside VCenter

%VSM monitors and prevents
access changes

VSM monitors and controls
VMotion functions

v Symantec. n
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Symantec: «Pe3epeHasa Konus — 0718 60CCMAHOB/1€EHUSA
Apxue — 0215 paccnedoeaHUA»

BocctaHoBeHMe PaccnepoBaHue

BoccTaHOBAEHME cUCTeM Mocne ¢ [TOUCK NO Pa3NNYHbIM UCTOYHMKAM — MOYTA],
JlorMyeckoro uam pmsmyeckoro cbos dannbl, noptan SharePoint, MrHoBeHHble

. coobleHuns, counanbHblie ceTu
e O6bekTbl — pann, B, Tom, npunoxeHue ’
e CynebHble pa3bupaTenbcTBa, BHYTPEHHUE

* YYaCTHUKMW: paccnenoBaHuA, ayauT
— T ¢ YYaCTHUKU:
— Help desk — IT Security
— lLaw
—~ HR




Electronic Discovery Reference Model

basoBasi Mogenb noucka, BbIEMKU U NpeacTaBneHus
anekTpoHHou nHopmauun (eDiscovery)

ObecneueHue
COXPaHHOCTK
BoiseneHue i 1 4 [lposepka S Beinava HAemoxcTpauus

B

t 4 Obpabotka

Obbém PeneBaHTHOCTb

Electronic Discovery Reference Model / © 2009 / v2.0 / edrm.net

v Symantec. B



PeweHua KnoueBbix Npobaem ynpasaeHMA AaHHbIMU

CoxpaHeHue lMNoHumaHue NMowuck
KNouyeBom YTO U raAe XPpaHUTCA HEOGXOAMMOI‘O
nHpopmauunmn

@ Symantec.




Hosbi¥ 3Tan aBoaoUMK peLueHUM

1
O

SaaS

On-Premise

Bbixop 3a

AsTOmaTtusayus MNMpo3payHan
npeaenvl
o630paun UHTerpauua
apXUBUPOBaAHUA
aHanusa
NnoyThbl
Archiving \L eDiscovery

@ Symantec. B



PeweHua Symantec otHocutenbHo EDRM

4 I
The Electronic Discovery Reference Model (EDRM)
e
q
L
Management
%
| Symantec Enterprise Vault™ >
| Discovery Accelerator >
| Clearwell >
- > J

v Symantec. n



Symantec is Named a Leader in 2012 Gartner Magic Quadrant for

Enterprise Information Archiving:

Positioned Highest in Vision and Execution

f

)

|

1 a

bility to execute

("

challengers

leaders

Global Relay
Sonian

Bloomberg
Smarsh

C
CommVaﬁxlt

\

Symantec

Proofpoint

IBM

\

Mimecast
MessageSolution
Cc2C

—
OpenText

Metalogix

dataglobal

AutonOEijn HP company

ZL Technologies

niche players

visionaries

| completeness of vision F——p~

As of December 2012

Symantec Worldwide Industry Analyst Relations

Source: Gartner, Inc., Magic Quadrant for Enterprise
Information Archiving, Sheila Childs, Kenneth Chin, Debra
Logan, Alan Dayley, December 13, 2012

This Magic Quadrant graphic was published by Gartner, Inc. as part of a larger
research note and should be evaluated in the context of the entire report. The
Gartner report is available upon request from Symantec. Gartner does not
endorse any vendor, product or service depicted in our research publications,
and does not advise technology users to select only those vendors with the
highest ratings. Gartner research publications consist of the opinions of
Gartner's research organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied, with respect to this
research, including any warranties of merchantability or fitness for a particular
purpose

v Symantec. B



Symantec is Named a Leader in 2013 Gartner Magic Quadrant for
E-Discovery Software: Positioned Highest in Execution

| ability to execute

challengers

leaders

7

Epig Systems

Nuix
Xerox

Kroll Ontrack
AccessData

—Symantec

\ HP-Autonomy
widance Software
kCura™ >FTI Technology

Exterro Recommind

________ _KPMG—
LexisNexis

CommVault
Stroz Friedberg
Ubic
Integreon

Driven

.

—iBM
~ZyLAB

EMC
Catalyst

niche players

|

visionaries

| completeness of vision F—p~

As of June 2013

Symantec Worldwide Industry Analyst Relations

Source: Gartner, Inc., Magic Quadrant for E-Discovery
Software, Debra Logan, Alan Dayley, Sheila Childs, June 10,

This Magic Quadrant graphic was published by Gartner, Inc. as part of a larger
research note and should be evaluated in the context of the entire report. The
Gartner report is available upon request from Symantec. Gartner does not
endorse any vendor, product or service depicted in our research publications,
and does not advise technology users to select only those vendors with the
highest ratings. Gartner research publications consist of the opinions of
Gartner's research organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied, with respect to this
research, including any warranties of merchantability or fitness for a particular

v Symantec. B



v Symantec.

Thank you!
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